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Vazeni zakaznici a obchodni partneri,

Skolici centrum ALEF je zndmé v oblasti networking, wifi, datovych center, collaboration a cybersecurity. Drzime vysokou kvalitu
pfipravovanych kurz(, pribézné investujeme do technického vybaveni, vzdélavdme nase instruktory. Nasi lektofi maji rozséhlé
zkusenosti ze zdkaznickych projektd, fada z nich disponuje unikatnimi znalostmi a certifikacemi. Evangelizujeme trh v rdmci
bezplatnych seminafd v nasem kompetenénim centru, které pro lepsi dostupnost nabizime soucasné i formou webinafd. Sledujeme
trendy a dokdzeme pruzné reagovat na potfeby zakaznika, nabizime Skoleni na miru. Portfolio nabizenych Skoleni tak roste a tési nas,
Ze jsme sluzby Skoliciho centra rozsifili do dalSi zemé — Rumunska. V rdmci spoluprace v ALEF Group a sdileni zkuSenosti si mnohem
vice uvédomujeme pfidanou hodnotu kvalitniho vzdélavani, protoze “Quality Education is basic of Quality Life“.

TéSime se na vas v nékterém z nasich training center!
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( Petr Kubes )

Senior Solution Architect
AWS Acredited Instructor

Petr je soudasti tymu architekt(, ktefi se
zaméfuji na komplexni pojeti problema-
tiky zdkaznika. Pfed plsobenim v ALEFu
se zabyval problematikou infrastruktury
datovych center a cloudu — predevsim

na OpenStacku. Nyni své znalosti rozsifil
o platformu Amazon Web Services a je
akreditovanym AWS instruktorem. Do bu-
doucna své znalosti rozsifi i na platformu
Microsoft Azure, a bude tak schopen po-
kryt problematiku cloudu z pohledu vSech
hlavnich hraéa.

Petr is a part of an architects’ team focus-
ing on a comprehensive understanding

of customers’ issues. He had worked on
the data centres and cloud —in particular
on OpenStack before he worked in ALEF.
At this time, he extended his knowledge
by the Amazon Web Services platform and
he is an accredited AWS instructor. He is
going to extend his knowledge also for the
Microsoft Azure platform and therefore will
be able to cover the issue of cloud from the
perspective of all major players.
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(Jan Kopfiva )

CSIRT Senior Leader
Security+, CySA+, Pentest+,
CASP+, CTT+, CEH, OPSA, OPST

Jan Kopfiva vede ve spole¢nosti ALEF
NULA tym pro feSeni kybernetickych bez-
peénostnich incident ALEF CSIRT. V rdmci
predchozi praxe v akademické i komercni
sféfe se zabyval zejména projekty zamére-
nymi na implementaci a testovani aplikaci,
vyvoj proprietarniho hardwaru a rizné ob-
lasti informacni bezpecnosti. V souc¢asnosti
se specializuje na problematiku detekce

a zvladani bezpeénostnich incidentd,
penetracni testovani a dalsi aspekty ky-
bernetické bezpecnosti tradi¢né spadajici
do kompetence ,,purple® tymu. Je autorem
fady vyzkum a élankui vénuijicich se proble-
matice informacni bezpecnosti a pravidelné
predndsi na tuzemskych i zahrani¢nich od-
bornych konferencich.

Jan Kopriva is the team leader of ALEF CSIRT,
a professional security incident response
team within ALEF NULA. Before joining

ALEF, Jan worked in both the academic and
commercial sectors and was involved with
projects focused on implementation and test-
ing of applications, proprietary hardware de-
velopment and information security. His main
focus lies in security monitoring and incident
response, penetration testing and other areas
of security which traditionally fall within the
purview of “purple” teams. He is an author
of a number of research papers and articles
focused on different aspects of cyber security
and he regularly speaks at security confer-
ences, both domestic and international.
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( Aurel Bohm )

Senior System Engineer
CCIE Routing & Switching,
CCNP Service Provider

S vice nez 14 lety zkusenosti v oblasti
sitového a designového inzenyra ziskal
Aurel Bohm rozsahlé zkusenosti se siti

a telekomunikacemi. Specializace: Cisco
Networking, HP; Juniper, F5-BiglIP, navrh

a sprdva siti, zabezpeceni sité, IP smérovani
a pfepindni, dale inZenyrské projekty pro
spolecnosti, jako jsou Vodafone NL, Yoigo
Spain, Ericsson, Liberty Global.

Having more than 14 years of experiences

in the field of network and design engineer,
Aurel Bohm has acquired extensive network
and communication experiences. Specialisa-
tion: Cisco Networking, HP; Juniper, F5-BiglP,
network design and management, network
security, IP routing and switching. Engineering
projects for companies, such a Vodafone NL,
Yoigo Spain, Ericsson, Liberty Global.
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Training news

Datova centra

Spolecnost Cisco Systems v minulych letech kompletné aktuali-
zovala portfolio datacentrovych skoleni a certifikacnich zkousek.
V soucasné chvili vyZzaduje zisk CCNA DC nebo CCNP DC certi-
fikace nésledujici postup:

Pro ziskani CCNA DC certifikace je nutné slozit 2 zkousky:

« Introducing Cisco Data Center Networking (DCICN)

« Introducing Cisco Data Center Networking Technologies
(DCICT)

Pro ziskani CCNP DC certifikace je nutné slozit 4 zkousky:

« Implementing Cisco Data Center Unified Computing
(DCUCI)

« Implementing Cisco Data Center Infrastructure (DCII)

« Implementing Cisco Data Center Virtualization and
Automation (DCVAI)

« Designing Cisco Data Center Infrastructure (DCID) nebo
Troubleshooting Cisco Data Center Infrastructure (DCIT)

Pro vSechny vysSe zminéné zkousky existuji stejnojmenna certifi-
kovana skoleni (aktualizovana na verze 6.x).

Od nésledujiciho kalendarniho roku je k dispozici nové certifiko-
vané Skoleni zaméfené na SAN prepinace z rodiny Cisco MDS
9000. Skoleni je dvoudenni a mé& nazev DCIMDS (Introducing
Cisco MDS 9000 Series Switches). Jednd se o Gvodni skoleni,
kde je predstaveno aktualni portfolio, v€etné nejnoveéjsich 32G-
FC prepinacd, a vsechny zakladni a nej¢astéji pouzivané funkce
v SAN sitich postavenych na Cisco MDS pfepinacich. Prikladem
je mozné uvést DCNM management software, VSAN, IVR, konfi-
gurace port-channel portd, NPV a NPIV, zonovani a fada dalSich.
Teoreticky probirand témata maji studenti moznost vyzkouset
v rdmci praktickych cvic¢eni.

Trend poslednich let v sitich datovych center predstavuje budo-
vani tzv. fabric feSeni postavenych na prekryvnych sitich (overlay).
Nejcastéji pouzivanym feSenim je enkapsulace pomoci VXLAN
s control plane postavenym na BGP EVPN. Toto téma bylo mimo
jiné soucasti Skoleni DC-N91. Pro pfisti rok jsme se vsak roz-
hodli vytvofit samostatné skoleni vénujici se pouze tématu pre-
kryvnych siti postavenych na VXLAN enkapsulaci. Skoleni pod
nazvem DC-VXLAN déle rozvine problematiku vySe zminéného
Skoleni DC-N91.

Znalosti ziskané v DC-N91 jsou pro Gcast na tomto Skoleni vy-
hodou, nikoliv podminkou, protoze dilezité VXLAN koncepty
jsou probrany od za&atku. Skoleni se zaméfuje na aktudlni best-
-practice v tomto odvétvi, necekejte tedy hloubani v konfiguraci
historicky pouzivaného médu flood-and-learn ¢i propojovani da-
tovych center pomoci Multi-POD feSeni.

Po Gvodni ¢asti Skoleni a probrani zakladnich principl vas ¢eka
praktickd implementace BGP-EVPN VXLAN fabriky v zékladni
konfiguraci. Nasledovat bude analyza moznosti multi-homingu
koncovych zafizeni, vyhody, nevyhody a nasazeni v praxi. D(-

lezitym faktorem pfi stavbé modernich datovych center je mimo
jiné separace sluzeb do geograficky oddélenych lokalit, které je
poté potieba vhodné integrovat a propojit. Za timto tc¢elem bude
detailné probrano VXLAN multi-site feSeni—v soucasné dobé
jediny spravny smér v propojovan datovych center zaloZzenych
na VXLAN. Datové centra, byt vhodné propojend, nejsou pfilis
uziteénd, neposkytuji-li sluzby externim zdkaznikam.

Dalsi zalezitosti, na kterou se mizete tésit, je implementace ex-
terni konektivity pro datové centrum, které si v prdbéhu skoleni
postavite. V datovém centru se mize rovnéz objevit potfeba po-
skytovani sdilenych sluzeb, jako napfiklad firewalld, load-balan-
cerll nebo dalsich. Pro tyto Ucely se dozvite, jaké jsou moznosti
integrace téchto sluzeb do VXLAN fabriky.

Celé Skoleni doprovazi praktické konfigura¢ni Ulohy na Nexus
zafizenich v NX-OS médu. TéSime se na vas.

Cloud
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Cloud computing je jiz standardem dnesni doby
a v Casech digitalni transformace spolecnosti,
Uspéchu ,customer-centric* strategii ho nelze
ignorovat. V soucasné dobé jiz neni otazkou,
zda cloud computing adoptovat, ale kdy a v jakém rozsahu. Toto je
jeden z dlivod, pro¢ jsme v roce 2018 rozsifili nase ,,cloud consul-
ting competence” nad public cloudem AWS o oficidlni kompetenci
training partnera — AWS Authorized Training Partner. Jsme velmi
hrdi na to, ze mizeme nasim zdkaznikim nabidnout redlné zku-
Senosti z praxe a poskytnout plnou podporu pro jejich cloudové
strategie a prostredi. Propojeni zkusenosti s adopci cloudu, imple-
mentaci zakaznickych pozadavkd a mnozstvi specifickych feseni
je silnou pfidanou hodnotou, kterou uplatiuji nasi certifikovani
instruktofi pro Skoleni kurzi AWS. Dalsi z vyznamnych pfidanych
hodnot je schopnost nabidnout tato oficidlni skoleni nejen impli-
citné v AJ, ale také v CJ. Stejné tak nasledna moznost spoluprace
nad migra¢nimi a implementacnimi scénafi.

Routing & Switching

RS31 - QoS na platformé Cisco Catalyst 9000

V rédmci Skoleni se Gcastnici sezndmi s implementaci a konfigura-
ci QoS na novych enterprise pfepinacich Catalyst 9x00 vyrobce
Cisco Systems. Soucasti $koleni je fada hands-on labl, umoz-
nujicich zdjemctm proniknuti do pomérné slozité problematiky
zajisténi QoS v prepinanych sitich, postavenych na pfepinacich
Cisco Catalyst 9x00.

SP4 — Zaklady synchronizace ¢asu v Service Provider sitich
Kurz je uréeny tém Gcéastnikim, ktefi potfebuji ziskat teoretické
i praktické znalosti o synchronizaci ¢asu v sitovém prostredi. Se-
zndmi se s rdznymi zdroji pfesného cCasu / kmitoctu a protokoly
pro jeho distribuci a vybér nejlepséiho z dostupnych zdrojd jako
SyncE a PTP.



% DNAIE - Digital Network Architecture Implementation Essentials

Ucastnici $koleni se diikladné seznami se zéklady implementace
DNA a odnesou si znalosti architektury, komponent a moznosti
SDA teseni. Kurz seznamuje s koncepty DNA Centra a vyuZiti
jeho vlastnosti pro automatizaci kampusovych siti. Kurz pokryva
oblasti, do kterych SDA feSeni zasahuje, mj. routing a switching,
bezpecnost, bezdratové sité a softwarové fizeni. Hands-on LABy
zajisti Gcastnikim praktické zku$enosti pro pozdé&jsi navrh, im-
plementaci a migraci jejich siti na moderni architekturu.

ENSDW - Cisco SD-WAN Operation and Deployment

Ucastnici $koleni dostanou prehled o softwarové definovaném fe-
Seni pro WAN (SD-WAN) a jeho komponent v podani spolecnosti
Cisco Systems. Nauci se vytvaret, konfigurovat, spravovat, provo-
zovat a zabezpecit lehce rozsifitelné a prekryvné WAN sité po-
moci produkt Cisco SD-WAN. Reéeni Cisco SD-WAN piedstavuje
podnikovou architekturu pfekryvnych WAN siti umoznujici snad-
nou a bezpecnou digitalni transformaci do cloudovych prostiedi.

Cyber Security
Znalostni skoleni

GDPR v praxi

Na zékladé praktickych zku$enosti budou Gcéastnikim Skoleni
objasnény a prezentovany praktické disledky na IT systémy,
pozadované zmény a rizika spojend s GDPR pro vSechny spolec-
nosti a prezentovany doporuceni a praktické zkusenosti ohledné
procesu vlastni implementace GDPR, moznosti postupu a feSeni
implementace GDPR v praxi v zavislosti na rozsahu a rizikovosti
zpracovavanych osobnich tdaju.

Bezpecné programovani

Toto $koleni se zaméfuje na zpUsob, jak pfistupovat k bezpec-
nosti béhem celého vyvojového zivotniho cyklu. Skoleni predsta-
vi zranitelnosti, které ohrozuji bezpeénost informaci, a zpUsoby,
jak tyto zranitelnosti identifikovat a odstranit je z vyvojarskych
projektud. Studenti se nauci obecné strategie, jak nakladat s bez-
pecnostnimi chybami a jak navrhnout software tak, aby spravné
nakladal s lidskym faktorem z hlediska bezpecnosti, a zaradit
bezpecnost do vSech fazi vyvoje.

Certifikovana skoleni

I
CISCO.

Cyber OPS

Certifika¢ni program Cisco Certified Network Associate Cyber
Ops nabizi osvédcené ucebni osnovy s moznosti ziskani praktic-
kych dovednosti a relevantnich znalosti pfipravujici ticastniky Sko-
leni na praci v SOC tymech a povolanich pozadujicich relevantni
znalosti a ,,best practice” z oblasti kybernetické bezpecnosti.

W Nové gkolenf

CompTlA

CompTIA

Nabizi neustdle se rozsifujici portfolio certifikacnich zkousek za-
méfenych na rlizné aspekty kybernetické bezpecnosti, v ¢ele se
zndmou a vysoce zadanou certifikaci Security+ a Cybersecurity
Analyst+. Certifikace CompTIA Security+ je uvedena v pfiloze 6
Vyhlasky o kybernetické bezpecnosti jako jedna z relevantnich
pro vykonavani role Architekta KB v organizacich, na néz se vzta-
huji pozadavky ZKB.

CompTIA Pentest+

Pentest+, nejnovejsi certifikace v portfoliu CompTIA, je zamére-
na na oblast penetra¢niho testovani. Souvisejici kurz seznamuje
Ucastniky praktickou formou s jednotlivymi typy a fazemi pene-
traénich test a s potfebnymi nastroji a technikami pro jejich re-
alizaci. Pfipravuje je tak na slozeni certifikacni zkousky PTO-001.

CompTIA CASP+

CompTIA Advanced Security Practitioner (CASP+) je nejvyssi
certifikaci, kterou CompTIA nabizi. Je ur¢ena technickym speci-
alistim s dlouholetou bezpecnostni praxi. Zaméfuje se na prak-
tické aplikace raznych bezpecnostnich opatieni a bezpecénostni
architekturu.

E-learning

Radi bychom vas informovali, ze jsme do nabidky zafadili
e-Learning Skoleni spolecnosti Cisco a EC-Council. E-learning
je netradi¢ni zplsob vzdélavani, kdy si na predem sjedna-
nou dobu kupujete material a pfistup na laby. K e-learningu
samozfejmé nabizime moznost konzultace a pfipravy na po-
Zadovanou zkousku. Kompletni nabidku naleznete na nasich
webovych strankdach, pro vice informaci a sjednani konzultace
prosim kontaktujte cz-training@alef.com.

Cisco Learning Credits

Pro Uhradu certifikovaného $koleni Cisco muzete pouzit CLC
(Cisco Learning Credits). CLC jsou platné po dobu 1roku od jejich
aktivace a zakaznik je mlZe nakupovat samostatné nebo zvy-
hodnéné spolu se zbozim ¢i sluzbami. Pro dalsi informace ci bliz-
Si specifikaci kontaktujte ALEF Training na cz-training@alef.com.

ALEF Training Credits

Skoleni mlzete také hradit formou ATC (ALEF Training Credits).
Trainingovy budget jednoduse ulozite k ndm a ¢erpate z néj pod-
le potfeby po dobu jednoho roku od jeho pofizeni.



Cisco certified courses

RS ICND1
5 days

RS ICND2
5 days

Sec IINS
5 days

Col CICD
5 days

Col CIVND1
e-learning

Col CIVND2
5 days

WL WIFUND
5 days

SP SPNGN1
5 days

SP SPNGN2
5 days

Dsg DESGN
5 days

DC DCICN
4 days

DC DCICT
5 days

Cloud CLDFND
5 days

Cloud CLDADM
5 days

CyberSec SECFND
5 days

CyberSec SECOPS
5 days

RS SWITCH
5 days

RS ROUTE
5 days

RS TSHOOT
5 days

Sec SENSS
5 days

Sec SITCS
5 days

Interconnecting Cisco Networking Devices Part 1
27 370 K¢

Interconnecting Cisco Networking Devices Part 2
27 370 K&

Implementing Cisco 10S Network Security
54 740 K¢

Implementing Cisco Collaboration Devices
59 900 K¢

Implementing Cisco Video Network Devices Part 1
10 000 K¢

Implementing Cisco Video Network Devices Part 2
69 900 K¢

Implementing Cisco Wireless Network Fundamentals
59 900 K¢

Building Cisco Service Provider Next-Gen Networks, 1
54 740 K¢&

Building Cisco Service Provider Next-Gen Networks, 2
54 740 K¢

Designing for Cisco Internetwork Solutions
43 800 K¢

Introducing Cisco Data Center Networking
59 900 K&

Introducing Cisco Data Center Technologies
65 000 K¢

Understanding Cisco Cloud Fundamentals
on demand

Introducing Cisco Cloud Administration
on demand

Understanding Cisco Cybersecurity Fundamentals
on demand

Implementing Cisco Cybersecurity Operations
59 000 K¢

Implementing Cisco IP Switched Networks
49 900 K¢

Implementing Cisco IP Routing
49 900 K¢

Troubleshooting and Maint. Cisco IP Networks
49900 K¢

Implementing Cisco Edge Network Security Solutions
65 000 K¢

Implementing Cisco Threat Control Solutions
65 000 K&
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BRATISLAVA

14-18/1
8-12/4
15-19/7
4-8/1

18-22/2
20-24/5
19-23/8
2-6/12

25/2-1/3
22-26/7
on demand
on demand
on demand
24-28/6
30/9-4/10
11-15/11
3-7/6

on demand
25/2-1/3
on demand
on demand

27-31/5

21-25/10

1-5/4
22-26/7
18-22/11

18-22/3
17-21/6
14-18/10

27-31/5
16-20/12

25-29/3
2-6/9

24-28/6
16-20/12

HR

ZAGREB

4-8/3
10-14/6
9-13/9

8-12/4
8-12/7
21-25/10

11-15/3
30/9-4/10
on demand
on demand
on demand
15-19/4
14-18/10
28/1-4/2
4-8/11
26-30/8
22-26/7
14-18/1

on demand
on demand

4-8/2

6-10/5

6-10/5
2-6/9

17-21/6
11-15/11

1-5/7
25-29/11

21-25/1
19-23/8

15-19/7

SI

LJUBLJANA

11-15/2
3-7/6
16-20/9

11-15/3
1-5/7
7-1/10

15-19/4
14-18/10
on demand
on demand
on demand
6-10/5
4-8/11
25/2-1/3
25-29/11
4-8/3
18-22/2
28/1-4/2
on demand
on demand

on demand

on demand

27-31/5
23-27/9

3-7/6
21-25/10

8-12/7
11-15/11

4-8/2
22-26/7

5-9/8

RS

BEOGRAD

28/1-1/2
15-19/4
19-23/8
7-11/10

4-8/3
13-17/5
9-13/9
2-6/12

6-10/5
16-20/12
on demand
on demand
on demand
4-8/2
12-16/8
25-29/3
9-13/12
21-251
22-25/4
13-17/5
on demand
on demand

on demand

on demand

4-8/3
29/7-2/8
4-8/1

18-22/2
24-28/6
16-20/9

27-31/5
18-22/11

14-18/1
5-9/8

18-22/3
23-27/9

RO

BUCURESTI

18-22/2

4-8/3

on demand
25-29/3
on demand
on demand
on demand
15-19/4
6-10/5

on demand
on demand
on demand
on demand
on demand
on demand

on demand

20-24/5

10-14/6

22-26/7

on demand

on demand



Sec
5 days

Sec
5 days

Sec
5 days

WL
5 days

WL
5 days

WL
5 days

WL
3 days

SP
5 days

SP
5 days

SP
5 days

SP
5 days

Dsg
5 days

DC
5 days

DC
5 days

DC
5 days

DC
5 days

DC
5 days

Col
5 days

Col
5 days

Col
5 days

Col
5 days

SIMOS

SISAS

SISE

WISECURE

WIDESGN

WIDEPLOY

WITSHOOT

SPROUTE

Implementing Cisco Secure Mobility Solutions
65 000 K¢

Implementing Cisco Secure Access Solutions
65 000 K&

Implementing and Config. the Cisco Identity Serv. Engine
65 000 K¢

Securing Cisco Wireless Enterprise Networks
59 900 K¢

Designing Cisco Wireless Enterprise Networks
59 900 K&

Deploying Cisco Wireless Enterprise Networks
59 900 K&

Troubleshooting Cisco Wireless Enterprise Networks
49 900 K¢

Deploying Cisco Service Provider Network Routing
65 000 K¢

SPADVROUTE Deploying Cisco Service Provider Advanced Routing

SPCORE

SPEDGE

ARCH

DCID

DClI

DCuUCI

DCVAI

DCIT

CIPTV1

CIPTV2

CTCOLLAB

CAPPS

(ccie)

RS
5 days

RS
5 days

CIERS1

CIERS2

W Nové gkolenf

65 000 K¢

Implem. Cisco Service Provider Next-Gen. Core Netw. Services

65 000 K¢

Implem. Cisco Service Provider Next-Gen. Edge Netw. Services

65 000 K¢

Designing Cisco Network Services Architecture
54 740 K¢

Designing Cisco Data Center Infrastructure
79 900 K¢

Implementing Cisco Data Center Infrastructure
89 900 K¢

Cisco Data Center Unified Computing Implementing
89 900 K¢

Implementing Cisco Data Center Virtualization and Automation

89 900 K¢

Troubleshooting Cisco Data Center Infrastructure
79 900 K¢

Implementing Cisco IP Telephony & Video Part 1
59 900 K¢

Implementing Cisco IP Telephony & Video Part 2
59 900 K&

Troubleshooting Cisco IP Telephony & Video
59 900 K¢

Integrating Cisco Unified Communications Applications
59 900 K¢

CCIE R&S Workshop 1
79 900 K¢

CCIE R&S Workshop 2
89 900 K¢

BRATISLAVA
9-13/9
8-12/4

21-25/10

10-14/6
9-13/12
23-27/9
13-16/5
4-8/3
18-20/2
2-4/12
25/2-1/3
13-17/5
24-28/6
9-13/9
16-20/9
18-22/3

23-27/9

13-17/5
11-15/11

21-25/1
22-26/7
7-11/10
24-28/6
10-14/6
23-27/9

11-15/11

2-6/12

on demand

on demand

HR SI

ZAGREB LJUBLJANA

18-22/3 14-18/1
26-30/8
22-26/4 7-11
ondemand on demand
11-15/2 18-22/3
22-26/4  15-19/4
5-9/8 10-14/6
17-19/6 24-28/6
18-22/2 2-6/12
6-10/5 11-15/3
8-12/7 on demand
26-30/8 on demand
23-27/9 on demand
ondemand on demand
2-6/12 11-15/2
14-18/1 on demand
18-22/11 on demand
28/1-1/2 on demand
ondemand on demand
ondemand on demand

ondemand on demand

ondemand on demand

RS

BEOGRAD

10-14/6
14-18/10

24-28/6
25-29/11
on demand
1-5/7
7-11/10
11-15/3
11-13/2
15-19/4
3-7/6
30/9-4/10
on demand
28/10-1/11
9-13/9
10-14/6
8-12/7
27-31/5
15-19/7
on demand
on demand
on demand

on demand

RO

BUCURESTI

on demand
on demand
on demand
on demand
on demand
on demand
on demand
19-23/8
9-13/9
8-12/7
5-9/8

on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand

ondemand ondemand ondemand ondemand

ondemand ondemand ondemand ondemand

Col — Collaboration, DC — Data Center, Dsg — Design, RS — Routing & Switching, Sec — CyberSecurity, CyberSec — CyberSecurity, SP — Service Provider, WL — Wireless



Skills based training

( Product & Solution )

Col
5 days

Col

10 days

Sec
2 days

Sec
5 days

Sec
5 days

Sec
3 days

Sec
2 days

DC
3 days

DC
5 days

DC
5 days

DC
5 days

DC
5 days

DC
2 days

RS
5 days

RS
2 days

RS
5 days

RS
5 days

RS
5 days

RS
5 days

UCCXD

IPCC

SAEXS

SASAC

SASAA

SESA

SWSA

DCNX1K

DCNX5K

DCMDS

DCAC9K

NPDESI

DCIMDS

DNAIE

ENSDW

IP6FD

BGP

MPLS

QOsS

Unified Contact Center Express & Unified IP IVR Deployment

67 300 K¢

IPCC Bootcamp
159 800 K¢

Cisco ASA Express Security
35 000 K¢

Implementing Core Cisco ASA Security
65 000 K¢

Implementing Advanced Cisco ASA Security
65 000 K¢

Securing Email with Cisco Email Security Appliance
49 900 K¢

Securing the Web with Cisco Web Security Appliance
35000 K¢

Implementing the Cisco Nexus 1000V
39 000 K¢

Configuring Cisco Nexus 5000 Switches
79 900 K¢

Configuring Cisco MDS 9000 Series Switches
79 900 K¢

Configuring Cisco Nexus 9000 Series Switches in ACl Mode
79 900 K¢

Designing and Implementing Cisco Network Programmability
89 900 K¢

Introducing Cisco MDS 9000 Series Switches
35000 K¢

Digital Network Architecture Implementation Essentials
79 900 K¢

Cisco SD-WAN Operationand Deployment
39900 K¢

IPv6 Fundamentals, Design and Deployment
54 740 K¢

Configuring BGP on Cisco Routers
54 740 K¢

Implementing Cisco MPLS
54 740 K¢

Implementing Cisco QoS
54 740 K¢

SK

BRATISLAVA

on demand
on demand
16-17/9
20-24/5
8-12/7
25-29/11
17-19/6
20-21/6
on demand
on demand

2-6/9

18-22/2
3-7/6
16-20/12

24-28/6
on demand
7-11/10
16-17/9
2-6/9

on demand
on demand

on demand

HR

ZAGREB

on demand
on demand
on demand
25/2-1/3
9-13/12
on demand
on demand
on demand
on demand
25-29/11
on demand
on demand
on demand
on demand
29/7-2/8
on demand
on demand
on demand

on demand

SI

LJUBLJANA

on demand
on demand
on demand
on demand
15-19/4
on demand
on demand
on demand
on demand
25/2-1/3
on demand
on demand
on demand
on demand
28/1-1/2
on demand
on demand
on demand

on demand

RS

BEOGRAD

on demand
on demand
on demand
1-5/7
16-20/9
on demand
on demand
on demand
21-25/10
on demand
20-24/5
on demand
on demand
on demand
on demand
4-8/11

on demand
on demand

on demand

RO

BUCURESTI

on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand



Special courses

( Routing & Switching )

AO
2 days

A1
5 days

A2
3 days

A3
1day

A4
2 days

RS1
2 days

RS2
4 days

RS3
3 days

RS4
2 days

RS6
2 days

RS9
3 days

RS12
3 days

RS13
2 days

RS17
3 days

RS18
2 days

RS20
3 days

RS24
1day

RS25
2 days

RS27
4 days

RS28
1day

RS29
2 days

RS30
1day

W Nové gkolenf

Internetworking Basics
8 000 K¢

Internetworking and Config. of Cisco Routers
25 000 K¢

Configuration of Cisco Switches
18 000 K&

IPv6 Basics
6 500 K¢

Troubleshooting bézné dostupnymi néstroji
12 000 K¢

Advanced Configuration of Cisco Switches
15 000 K¢

OSPF Configuration and Design
26 000 K¢

BGP Configuration and Design
24 000 K&

IS-IS Protocol Configuration
16 000 K¢

IPv6 Implementation
16 000 K¢

Implementace QoS na Cisco produktech
24 000 K&

Multicast Basics
22 000 K¢

Multicast Advanced
16 000 K¢

L2 QoS on Cat2960/3560/3750
26 000 K¢

L2 QoS on ME3400 and Cat4500&SUP6/7E
16 000 K¢

Catalyst 6500, 6800, 7600 Architecture
39 000 K¢

Cisco Prime Infrastructure
8500 K¢&

L2 QoS on Cat3850/3650 & Cat4500&SUP6/7E
22 000 K¢

Prime Infrastructure 3.x Configuration
26 000 K¢

Cisco IOS IP Service Level Agreement (IP SLA)
8500 K¢

Cisco I0S Embedded Event Manager (EEM)
16 000 K&

Control Panel Policing
8500 K¢

SK

BRATISLAVA

1-2/4
29-30/7
21-22/10

11-15/2
13-17/5
5-9/8

11-15/11

11-13/3
10-12/6
7-9/10

15/04
14/10

25-26/4
5-6/8
28-29/11

14-15/3
13-14/6
10-11/10

23-26/4
28-31/10

15-17/4
12-14/8
18-20/11

on demand

16-17/4
15-16/10

15-17/4
4-6/1

8-10/4
21-23/10

11-12/4
24-25/10

29-31/5
7-9/10

on demand

3-5/6
25-27/11

29/04
06/12

on demand
on demand

18/04
11710

21-22/2
8-9/8

06/09

HR

ZAGREB

4-5/4

13-17/5

27-29/5

26/6

1-2/7

15-18/7
22-24/7
25-26/7

27-28/6

on demand
23-25/9

26-27/9

on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand

SI

LJUBLJANA

on demand

24-29/3

1-5/4

on demand

6-7/5

13-16/5
20-22/5
23-24/5

on demand

on demand
27-29/5

30-31/5

on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand

RS

BEOGRAD

3-4/1
18-19/7

28/1-1/2
2-6/12

1-3/4
27-29/8

04/04
30/08

11-12/2

22-25/4
17-19/6
13-14/2

12-13/1

on demand
9-11/1
16-17/5
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand

RO

BUCURESTI

on demand

on demand

on demand

on demand

on demand

on demand
on demand
on demand

on demand

on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand
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Special courses

( Routing & Switching )

RS31
2 days

X1
4 days

QoS Cisco Catalyst 9000 platform
18 000 K¢

Network Management
26 000 K¢

WwL1
2 days

wL2
3 days

WL3
2 days

Wireless Network Basics
18 000 K¢

Advanced Wireless Networks
25 000 K¢

Cisco Cloud Managed Netw. Using Cisco Meraki
19 000 K¢

( Data Centre )

DC-N51
3 days

DC-N57
5 days

DC-N71
3 days

DC-N72
2 days

DC-N91
3 days

DC-N92
3 days

DC-VXLAN
3 days

DC-S1
1day

DC-S2
3 days

DC-S3
3 days

DC-S4
1day

DC-S5
3 days

DC-PRG1
2 days

DC-PRG2
2 days

DC-v1
3 days

DC-V2
1day

Cisco Nexus 5000/2000 in Data Center
49 900 K¢

Implementing Cisco Nexus 2k/5k/7k in the Data center
59 900 K¢

Cisco Nexus 7000 — Hardware and Basic Cofiguration
49 900 K¢

Cisco Nexus 7000 Advanced Configuration
24 000 K¢

Cisco Nexus 9300/9500 —NXOS mode
49 900 K¢

Cisco Nexus 9300/9500 and Application Centric Infrastructure
59 900 K¢

Building VXLAN EVPN fabrics in NX-OS mode
54 750 K¢

SAN Basics
9 500 K¢

Advanced SAN Configuration and FCoE
39 000 K¢

Basics of Data ONTAP 7-Mode Administration
36 000 K¢&

NetApp Data ONTAP Performance Troubleshooting Deep Dive
8500 K¢

Basics of Data ONTAP C-Mode Administration
36 000 K¢

Cisco Nexus Programmability
26 000 K&

Cisco ACI Programmability
26 000 K¢

Introduction to server virtualization — VMware
25 000 K¢

The Basics of Virtual Desktop Infrastructure
8500 K¢

SK

BRATISLAVA

6-7/5

on demand

25-26/3
8-9/7
4-5/11

27-29/3
10-12/7
6-8/11

25-26/4
19-20/8
16-17/12

3-5/4
28-30/10

20-24/5
9-13/12

4-6/3
9-11/9

7-8/3
12-13/9

17-19/6
25-27/11
14-16/10
on demand
08/07
9-1/7

on demand

on demand

11-13/3
5-7/8
25-27/11

19-20/9
on demand

11-13/2
30/9-2/10

30/04
18/10

HR

ZAGREB

on demand

on demand

on demand

SI

LJUBLJANA

18-19/11

18-2111

on demand

RS

BEOGRAD

on demand

on demand

18-19/3

ondemand ondemand 20-22/3

ondemand ondemand 3-4/6

13-15/5

3-7/6

20-22/5

23-24/5

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

25-27/11

16-20/12

9-11/12

12-13/12

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

27-29/3

22-26/7

26-28/8

13-14/2

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

on demand

RO

BUCURESTI

on demand

on demand

on demand
on demand

on demand

on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand



Special courses

S1
3 days

S2
4 days

S3
3 days

S4
4 days

S5
2 days

S6
2 days

Ss7
2 days

Data Networks Security
15 000 K¢

ASA Firewall
33 000 K&

FiraPOWER Services
38 000 K¢

Advanced VPN for Cisco Routers
34 000 K¢

ASA VPN Concentrator
18 000 K¢&

Cisco ACS Networking
18 000 K¢

IPv6 Networking and Security
18 000 K¢

(' Collaboration )

VoiceO
2 days

Voice1
4 days

Voice2
5 days

Voice3
3 days

CollabO
2 days

Collab1
5 days

Collab2
5 days

Collab3
4 days

VoIP&IPT Basics
10 000 K¢

VoIP Introduction on Cisco Products
32 000 K¢

Advanced CUCM Administration and Signaling Protocols
49 000 K¢

SIP Deep Dive
24 000 K¢

Cisco Unified Collaboration Basics
10 000 K¢

Basic Implementation of Cisco Unified Collaboration
49 000 K¢

Advanced Configuration of Cisco Unified Collaboration
49 000 K¢

Implementing Videoconf. in the Cisco Unified Collaboration
32 000 K¢

( Service Provider )

SP1
3 days

SP2
3 days

SP3
2 days

SP4
1day

SP10
4 days

W Nové gkolenf

MPLS Basics
25 000 K¢

Advanced MPLS
29 000 K¢

Fast convergence
22 000 K¢

Zaklady synchronizace €asu v Service Provider sitich
12 000 K¢

Cisco I0S XR
79 900 K¢&

SK

BRATISLAVA

4-6/2

13-15/5
12-14/8
1-13/11

18-21/3
15-18/7
28-31/10

15-17/4
20/9-2/10

27-30/5
2-5/12

29-30/4
4-5/11

2-3/5
7-8/11

6-7/5

27-28/5

25-28/2
1-4/7

20-24/5
9-13/9

17-19/6
15-16/7

11-15/2
29/7-2/8

25-29/3
30/9-4/10

21-24/1
28-31/10

25-27/3
1-3/7
18-20/11

6-7/5

07/06
2211

1-4/4
23-26/9

HR SI

ZAGREB LJUBLJANA

9-11/10 18-20/3

2-5/12 3-6/6

on demand on demand
16-19/12  25-28/6

ondemand on demand
ondemand on demand

ondemand on demand

ondemand on demand
ondemand ondemand
ondemand on demand
on demand on demand
ondemand ondemand
ondemand on demand
ondemand on demand

ondemand on demand

2-4/9 9-11/9

28-30/10 11-13/11

ondemand on demand

ondemand on demand

RS

BEOGRAD

30/9-2/10

12-15/11

on demand
23-26/12
on demand
on demand

on demand

on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand

16-18/9

25-27/11

on demand

on demand

RO

BUCURESTI

on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand

on demand
on demand
on demand
on demand
on demand
on demand
on demand

on demand
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Special courses

@ SK HR SI RS RO
BRATISLAVA ZAGREB LJUBLJANA  BEOGRAD BUCURESTI

LTMA Administering BIG-IP 28-29/1 ondemand ondemand ondemand 11-12/2
2 days 25200 K¢ 8-9/a

29-30/7

18-19/11
LTMC Configuring BIG-IP Local Traffic Manager (LTM) 30/1-1/2 ondemand ondemand ondemand 13-15/2
3 days 37800 k¢ 10-12/4

31/7-2/8

20-22/11
LTMT Troubleshooting BIG-IP LTM 6-7/5 ondemand ondemand ondemand on demand
2 days 39 200 K¢ 9-10/12
Viprion Configuring BIG-IP on Viprion 18/04 ondemand ondemand ondemand ondemand
1day 22120 K¢ 12/08

14/11
iRules Developing iRules for BIG-IP 11-13/3 ondemand ondemand ondemand ondemand
3days 59 000 K¢ 27409
ASM BIG-IP Application Security Manager 18-21/3 ondemand ondemand ondemand ondemand
4 days 51500 K¢ =a/7

28-31/10
APM Configuring BIG-IP Access Policy Manager 1-3/4 ondemand ondemand ondemand ondemand
3 days 61000 K& 151777

6-8/11
DNS Configuring BIG-IP DNS 23-24/4 ondemand ondemand ondemand ondemand
2 days 46 000 K¢ 19-20/8

28-29/11
AFM Configuring BIG-IP AFM: Advanced Firewall Manager 10-11/6 ondemand ondemand ondemand ondemand
2 days 46 000 K& 23-24/10

AWS_BE AWS Business Essentials other countries online
12 000 K¢

AWS_TE AWS Technical Essentials other countries online
12 000 K¢

AWS_AA Architecting on AWS other countries online
37 200 K¢

AWS_AD Advanced Architecting on AWS other countries online

3 days 40 000 K¢

AWS_DA Developing on AWS other countries online

3 days 36 000 K¢

AWS_DE DevOps Engineering on AWS other countries online

3 days 40 000 K¢

AWS_SO System Operations on AWS other countries online

3 days 36 000 K¢

AWS_BD BigData on AWS other countries online

3 days 40 000 K¢

AWS_DL Deep Learning on AWS other countries online

1day 15 000 K¢

AWS_DW Data Warehousing on AWS other countries online

3 days 39 000 K¢

AWS_MG Migrating to AWS other countries online

2 days 26 000 K¢

AWS_SC Security Engineering on AWS other countries online

3 days 40 000 K¢

AWS_EX Exam Readiness other countries online

1day 7 500 K¢



Special courses

( Cyber Security )

SO
1day

ZKB
1day

GDPR
2 days

MKB
2 days

AUKB
5 days

ARKB
5 days

FAU
1day

FAP
3 days

CRYPT
2 days

AM
4 days

KUOP
2 days

BP
2 days

CompTIA_SEC
5 days

CompTIA_CSA
5 days

Zaklady kybernetické bezpecénosti
6800 K¢

Implementace zdkona o kybernetické bezpecnosti

4800 K¢

GDRP v praxi
16 000 K¢

Manazer kybernetické bezpecnosti
16 000 K¢

Auditor kybernetické bezpecnosti
35000 K¢

Architekt kybernetické bezpecnosti
38 000 K¢

Uvod do forenzni analyzy
18 000 K&

Forenzni analyza prakticky
55 000 K¢

Zaklady kryptografie
15 000 K¢

Analyza malware
42 000 K¢

Kyberneticky utok a obrana v praxi
36 000 K¢

Bezpecné programovani
16 000 K¢

CompTIA Security+
29 500 K¢

CompTIA Cybersecurity Analyst — CySA+
59 900 K¢

CompTlA_Pentestt CompTIA_Pentest+

5 days

59 900 K¢

CompTlA CASP+ CompTIA Advanced Security Practitioner

5 days

ISECOM OPSA
5 days

ISECOM OPST
5 days

69 900 K¢

OSSTMM Professional Security Analyst
59 900 K¢

OSSTMM Professional Security Tester
89 900 K¢

K Nové skoleni

IT pro non IT
3600 K¢

Aktudlni trendy v ICT
4900 K¢

SK

BRATISLAVA

14/02
14/06
3110

14-15/3

20-24/5
9-13/12

19-23/8

SK

BRATISLAVA

Col — Collaboration, DC — Data Center, Dsg — Design, RS — Routing & Switching, Sec — CyberSecurity, CyberSec — CyberSecurity, SP — Service Provider, WL — Wireless
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Seminare kompetencniho centra

ALEF Training pravidelné pofdda bezplatné interaktivni seminare,
na kterych ziskate uceleny pfehled o dané oblasti. V pfijemné atmo-
sféfe mlzete s nasimi lektory diskutovat i bez toho, abyste o dané
problematice méli hlubsi technické znalosti. Kompetenéni centrum
je také tim spravnym mistem, pokud se ve vasi firmé rozhodujete

0 nasazeni pfislusné technologie.

Noveé nabizime moznost z(castnit se seminafl i formou webina-

fe. Chceme se tak podélit o znalosti i s témi, ktefi chtéji usetfit Cas
nebo jim pracovni vytizeni nedovoluje se zlcastnit osobné. Aktudlni
terminy semindfli naleznete na nasem webu training.alef.com.

V pfipadé zajmu o danou problematiku nds nevahejte kontaktovat
o jiny termin.

AWS Uvod — adopce cloudového modelu do firemniho prostfedi, Amazon Web Services, vyhody a pilite AWS sluzeb - Kli¢ové aspekty

Uvod do cloudu — AWS integrace Amazon Web Sevices do podnikové infrastruktury, PoC, podpora ze strany AWS Consulting Partner « Jak pomoci techno-
logie F5 zajistit bezpecnost napfi¢ stavajici On-prem infrastrukturou a Cloudem (ochrana dat/aplikaci, zajisténi SLA) « AWS: Priklady
nasazeni F5 v prostfedi AWS . Demo LAB: Ukazka produktd F5 v prostiedi AWS

ACI Uvod — ALEF aka AWS Consulting Partner, sluzby, PoC's « Piedstaveni oblasti AWS Security « Shared Security Responsibility model «
Cloud security s AWS Auditing, Monitoring, and Compliance v Cloudu - Identity & Access Management (SSO, Federation) « Sifrovéani v cloudu « DDoS
ochrana v AWS .« Diskuze

Routing & Switching

IWAN Uvod a zakladni stavebni prvky inteligentni WAN sité « Transport Independent Design -« Inteligentni vybér cesty — PfR « Demo
iWAN

MANAGEMENT Rozdéleni managementu dle ISO - Rozdéleni zakaznik( dle velikosti (malé, stiedni a velké firmy) » Cisco NetManager, CW2000 LMS,
Management datovych siti CIC, ANA, NAM, PACE a NAPA - Moznosti pro spravu zafizeni a vyhody dohledu zafizeni

MPLS Uvod MPLS - Architektura MPLS « Topologie MPLS siti « MPLS VPN « Bezpe¢nostv MPLS « L2 VPN

Vlastnosti MPLS

OPTIKA Porovnani: Metalické médium vs. Optické médium a kdy které médium pouzit/implementovat - Vysvétleni zakladnich optickych pojmd -
Jak se neztratit v propojovani Jaké optické médium a jaky opticky transceiver zvolit? « Cisco technologie 100Mbit/1Gbit/10Gbit/40Gbit/100Gbit « Prehledné shrnuti
optickych siti part numberti (P/N) « Zakladni servis a tdrzba optickych vidken

SWITCHING Borderless Network — trendy v Cisco technologii - Portfolio Ciso pfepinact - Cisco Catalyst 2960-S, Cisco Catalyst 2960-Plus
Switching technologie a 2960-SF, Cisco Catalyst 2960-X a 2960-XR, Cisco Catalyst 3560v2/3750v2, Cisco Catalyst 3560X/3750X, Cisco Catalyst 3850,

Cisco Catalyst 4500-X, Management — Cisco Prime Infrastructure

ACI Predstaveni ACI - Predstaveni HW - Architektura ACI « MoZznosti vyuziti ACl v DC « Praktické ukazka reseni
Sezndmeni s Cisco ACI

CLOUD Proces obsluha zékaznika « Sluzby laaS/PaaS/SaaS -« Privatni/hybridni/public cloud « Architektura moderniho DC SDDC postavené
Tradi¢ni IT & Cloud na Cisco ACI - Ukazka Cisco ACI & Hyper-V/VMware & Orchestrace

DC Uvod « Technologie pro monitoring aplikaci (Netflow, NBAR2 a Medianet) « Load balancing - Virtualizace Server offload (SSL
Monitoring, optimalizace a vysoka terminace, TCP multiplexing) « Global Server load balancing « WAN optimalizace Nastroje a zafizeni: Flowmon feseni, Cisco Prime

dostupnost aplikaci v DC Infrastructure, Cisco Prime NAM, F5 zafizeni, Cisco WAAS
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Seminare kompetencniho centra

F5
Sezndmeni s F5

F5_OTH

Predstaveni novinek v nové verzi TMOS

DDOS
Detekce a potlac¢eni DoS utoku
a ochrana webovych aplikaci

F5_ISP
ISP

NEXUS
NEXUS technologie

UcCs
Moderni pfistup k datacentru —
Cisco UCS a Hyperflex

tApp

ESERIES
NetApp E-Series

FAS
NetApp FAS2x00

uvoD
Uvod do technologii NetApp

Collaboration

COLLAB

Cisco Collaboration Now and Future

CUCF10
Cisco Unified Communications
Fundamentals 10.x

SPVIDEO
SP Video

UCNEWS
Cisco Unified Communications
News and Reviews

WEBEX
Cisco WebEx pro zacatec¢niky
i pokrocilé

MERAKI
Meraki

WL
Wireless LAN

Uvod « F5 Hardware a VE « F5 verze 11.0 « F5 verze 12.x «+ F5 moduly

Uvod « F5 Hardware a VE « F5 verze 13.0 « Novinky v jednotlivych modulech

Detekce a potla¢eni DoS Gtok( a ochrana webovych aplikaci - DoS Utoky, at uz aplikacniho nebo volumetrického typu, jsou jednim
z nejpalcivéjsich témat soucasné bezpecnosti

Uvod « DNS VISP - Sezndmenis CGNAT -« Informace o PEM - F5 DDoS feeni « Flowmon DDoS spolu s F5 fedenim

Pfedstaveni Cisco Nexus piepinacti — 7000, 6000, 5000, 4000, 3000, 2000, 1000V - NXOS a virtualizace zafizeni pomoci VDC -
Vyvoj protokoll druhé vrstvy (FabricPath/TRILL, vPC) - Konsolidace LAN a SAN, FCoE

Predstaveni Cisco Unified Computing systému - Pfehled produktl UCS (C Series, B Series, E Series, M Series, UCS Storage Server) -
Prehled UCS softvéru (UCS Manager, Cisco IMC Supervisor, UCS Central, UCS Director, Cisco ONE Enterprise Cloud Suite) «
Cisco FlexPod « Cisco HyperFlex

E-Series & EF560 Portfolio - E-Series Architecture & Configuration - Advanced Functions « How to manage the advanced functions
from the servers base « Performance Optimization « Firmware update

FAS2x00 Overview - Technical Specification « Clustered Data ONTAP

Unifikované storage fad FAS2500, FAS8000 - Vykonné Blokové Storage E series

Cisco Telepresence Solution (User experience, 4VIDEO) « Cisco CMR (Collaboration Meeting Room) « Cisco SPARK « Cisco Hybrid
Solution « Acano

Cisco Unified Communications Story - Architektura Unified Communications - Zakladni stavebni bloky a produkty UC « Koncova
zarizeni (IP telefony, SW klienti) « Hlasové brany - Callprocesing produkty — ISR routery

Baseband video - Komprese videa - Distribuce videa « Reseni pro video headend

Introduction to Cisco Unified Communications « Cisco Unified Communications Manager « Business Edition 6K / 7K
News and reviews — Cisco Jabber / Jabber Guest, Expressway Core & Edge, Cisco IP Phones, Cisco WebEx, Contact Center
(Agent Balance, Headsets), AlefIT applications

Sezndmeni s vlastnostmi Meeting Center, Event Center, Training Center, Support Center « WebEx Meeting Center — detailni sezndmeni,
prakticka ukazka a best practices « WebEx Event Center — detailni seznameni, praktickd ukazka a best practices

Co nabizi Cisco Meraki fe$eni « Seznameni s cloud managementem - Portfolio produktd Meraki « Prakticka ukazka technologii
a funkci, cloud managementu a MDM

Cisco Unified Wireless Network « Cisco Unified Access « Technologie a trendy ve wifi « Novinky mezi Cisco access pointy a kontro-
lery « Nové vlastnosti v Cisco Unified Wireless Network Software



Seminare kompetencniho centra

IRONPORT
Filtrovani a zabezpecovani el. posty
a webového provozu

PAM
Rizeni privilegovanych G¢éth

SAFETICA
Technologie Safetica — praktickd
implementace DLP

NEXT GENERATION FW
Nova generace feseni
kybernetické bezpecnosti

TRUSTSEC
Cisco TrustSec

APL
Aplika¢ni bezpecnost

DOS
Detekce a potlac¢eni DoS utoku
a ochrana webovych aplikaci

ARCHIMATE
Novinky v ArchiMate

BIAN
BIAN

PRX
TOGAF a ArchiMate — redlné pouziti
v praxi

REPOSITORY
Architecture repository

SOA
SOA a integrace

TGF
TOGAF a ArchiMate — standardy
architektury
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Pfedstaveni produktového portfolia IronPort - Pfedstaveni modulli feSeni - Reputace a antispam - VOF . Pouziti IronPort Mail
Security na zabezpeceni elektronické posty - IronPort Mail Security « IronPort Web Security « URL Filtering a virova kontrola «
obchodni strategie IronPortu « Prakticka ukazka reseni

Privilegované Ucty, tzv. non-human accounts, slouzi ke spravé IT infrastruktury. Tyto G¢ty maji standardné v koncovych systémech
a aplikacich nejvyssi stupen opravnéni. Jsou ¢asto klicové pro spravu a udrzbu jednotlivych systémU a zaroven predstavuji velkou
hrozbu v pripadé jejich zneuziti. Pfedstavime Vam pristup feseni PAM — Privileged Account Management.

Na seminéfi se blize sezndmime s oblasti interni bezpecnosti a ochranou vici Uniku dat. Projdeme praktické scénéfe nasazeni techno-
logie DLP v produkcnim prostredi firmy. Ukazeme si zivé technologii Safetica 7 — jak funguje a co umi.

Zakladni informace - FirePower Appliances - Next-Generation FW « Next-Generation IPS - Anti-Malware Protection
FirePOWER Management Center « SSL Decryption

TrustSec, prehled feseni « Identity-based networking services (802.1x) — MAC bypass, Flex-auth, Web-based authentizace... «
SGT (Security Group Tagging) a SGACL (Security Group Access Control) « MACSec - Identity Services Engine — NAC, Guest server,
Profiling, BYOD, pxGrid

Security Gaping Hole « Web Application Protection Strategies « Common Attacks on Web Applications - Traditional Security Devices «
Comprehensive Web Application Security - Building the Security Policy

Detekce a potla¢eni DoS Gtok( a ochrana webovych aplikaci. Zavislost na sitovych sluzbéch je v modernich organizacich extrémné
citelnd — znacné procento uzivanych aplikaci poskytuje svou funkcionalitu prostfednictvim webovych rozhrani a de facto zadna spo-
le¢nost by nebyla schopné dlouhodobé fungovat bez spojeni s internetem.

Novinky v ArchiMate 3.0 (novinky v business, aplika¢ni a technologické vrstvé « Alternativni zplsob zapisu element( « Fyzické
elementy — popis hmatatelného svéta - Strategické elementy — lepsi vyjadreni strategie / propojeni vazeb « Zmény v ArchiMate 3.0
(vazby, vizualizace a ndzvoslovi / pfesun elementd mezi business vrstvou a motivaci...)

Uvod (Co je BIAN, komu a k ¢emu mé slouzit / Banky a finanéni instituce, schopnosti a sluzby / Struktura BIANuU — oblasti, domény,
sluzby / vazby na dalsi standardy) « Pouziti BIANu v praxi (doporuc¢ené x praktické pouziti / BIAN z pohledu banky / BIAN z pohledu
okoli — dodavatelé a dalsi / pfiklady z praxe)

TOGAF v praxi — Jak si vybrat z TOGAFu to podstatné? / Jak spravné provazat koncepcni ndvrh architektury s detailnim navrhem
fedeni? / Architektonické principy / Referenéni architektury / Rizeni spolecnosti podle schopnosti / Techniky a doporuceni / Uloziété
architektonickych vystupl — Enterprise repository « ArchiMate v praxi — Kreslit nebo modelovat? / Kde konéi ArchiMate a zacinaji
BPMN a UML / Propojeni schopnosti, procesu, aplikaci a technologii / Pfesné zacileni a vybér relevantnich koncept( a hledisek /
Spravny postup a doporucené techniky / Realné priklady z praxe s komentarem

Architecture repository — Co je a co neni AR / Enterprise repository / Enterprise architecture management tool — funkce a struktura /
Sprava modelu architektury — vizudlni a nevizudlni pfistupy / ZpUsoby a pfipady pouziti / Zralost architektury v organizaci - Architectu-
re repository v praxi — Pfehled dostupnych nastrojd a jejich specifika / Srovnani hlavnich néstrojti na trhu / Zivé ukazky vybranych
nastrojt / Doporuceni pro riizné typy a velikosti organizaci

SOA — Co je a co neni Servisné orientovana architektura (SOA) / Business a IT pohled na SOA / SOA a TOGAF, SOA a ArchiMate /
Referencni architektura SOA, SOA principy / SOA v redIné praxi / Technologie a standardy pro podporu SOA - Integrace — Integrace
aplikaci a dat v redlném case / Souborova integrace / Integrace mezi podniky a/nebo statni spravou / Zabezpeceni integrace / Standar-
dy a technologie pro pouziti v integraci

TOGAF — Enterprise, business, IT, solution, datova, aplikacni, technologicka architektura / Obsah a struktura TOGAFu / Které ¢asti
pouzit a které ne? / Srdce TOGAFu - Architecture development method (ADM) « ArchiMate — VizudIni popis architektury / Standard
ArchiMate a jeho vazba na UML a BPMN / Obsah jazyka, koncepty, vrstvy, rozsiteni / Preddefinovana hlediska a proc je pouzivat? /
Priklady z praxe / Nastroje podporujici ArchiMate



Seminare kompetencniho centra

Cyber Security

BEZPECNOST

Rizeni rizik

KBI

Kybernetické bezpecnostni

incidenty

MALWARE
Evoluce malwaru

QSEC
Kvartalni security update

SEC
Trendy v bezpecnosti

ZKB

ISMS podle zédkona o kybernetické

bezpecnosti

GDPR
General Data Protection
Regulation

Legislativni ISO
Track Track

ISO 27000

Implementace zakona

o kybernetické bezpecnosti

Manazer
kybernetické
bezpecnosti

Track analyzy

Architekt
kybernetické
bezpecnosti

Rizeni rizik predstavuje zakladni Groven prevence pted negativnimi dopady kazdé ¢innosti. Naznaduje systematicky pristup.
Nékteré oblasti se nesystematicky v dnesni dobé uz fidit nedaji. ICT takovym prostiedim jednoznacné je.

V ramci tohoto seminére budou posluchaci seznameni s postupem a zdsadami tvorby IRP, vyzkouseji si navrh planu, ktery bude
reflektovat specifika jejich organizace, a pomoci prichodu simulovanymi scénéafi, formulovanymi na zakladé zku$enosti specialistd
ALEF CSIRT s redlnymi incidenty, provedou validaci jeho pouzitelnosti pfi feSeni skute¢nych hrozeb.

Typy malwaru a jejich specifika (Viry, Cervy, Trojské koné, Rootkity, Exploit kity) « Funkciondlni komponenty dkodlivého kédu « Infekéni
techniky rliznych typ( $kodlivého kédu - Techniky skryvani infekce - Vyvoj malware od poéatki do soucasnosti a jeho soucasné trendy

Nejzajimavéjsi udalosti v oblasti kybernetické bezpecnosti posledniho ¢tvrt roku « Aktudlni trendy v kybernetickych Utocich

Mira zavislosti urcuje miru rizika. Jsme informacni civilizaci, bezpec¢nost ICT se stala nedilnou soucasti zivota kazdého z nés, jsme
zavisli. Existuje jen malo srovnatelné komplikovanych a dynamicky se rozvijenych oblasti. Sledovani trend(i v bezpeénosti ICT pomaha
snizovat rizika zavislosti informacni civilizace.

Predstavime Vam pfistupy k implementaci ISMS podle ZKB. Upozornime Vas, na co si dat pfi implementaci bezpecnostnich opatieni
pozor. Rekneme Vam, kde jsou vazby jednotlivych bezpeénostnich opatfeni v rdmci ISMS. Ukazeme Vam, kde jsou z pohledu auditu
snadno kontrolovatelna mista.

Cilem seminéfe je ziskani informaci o efektivnim zviddnuti pozadavkd normy (EU) 2016/679 — GDPR (General Data Protection Regulation)

Zaklady kybernetické bezpecnosti*

CompTIA Technicky

ITIL Track forenzni

ITIL Foundation Uvod do ISECOM ISECOM Security+ Analyza Bezpecné
forenzni analyzy OPSA OPST malware = programovani
GDPR Forenzni analyza PenTest+  Cybersecurity CASP Kyberneticky utok
v praxi prakticky Analyst+ a obrana v praxi
Auditor
kybernetické
bezpecnosti

*Prerekvizitou ke véem uvedenym track(im je zékladni orientace v ICT prostfedi. Vychozim $kolenim tak mUze byt kurz Zaklady kybernetické bezpecnosti.

ZKB Track

Sestava kurzt zamé-
fenych na poskytnuti
potfebnych informaci
tém, kdo zastévaji

ve svych organizacich
role definované
zdkonem o kyberne-
tické bezpecnosti.

ISO Track
Specializovany certifi-
kovany vycvik urceny
predevsim specia-
listim odpovédnym
za implementaci

a audit ISMS.

ITIL Track

Kurzy poskytujici
pokrocilé znalosti
metodiky procesniho
fizeni ITIL.

Track forenzni
analyzy

Kurzy predévajici
zakladni a pokrocilé
znalosti v oblasti
forenzniho sbéru
dat s ohledem na
pozadavky platné
legislativy a mezina-
rodnich norem.

ISECOM

Kurzy pfipravu-

jici ucastniky na
certifikacni zkousky
zamérené na bez-
pecnostni analyzu

a testovani dle meto-
diky OSSTMM (Open
Source Security
Testing Methodology
Manual).

CompTIA Track
Zakladni i pokrocilé
kurzy zamérené

na rizné aspekty
informacni bezpec-
nosti zakonéené
mezinarodné uzna-
vanymi certifika¢nimi
zkouskami.

Technicky Track
Vysoce technické
kurzy vytvorené spe-
cialisty ALEFu a jeho
partnerd, poskytujici
komplexni vycvik
rliznych oblastech in-
formacni bezpecnosti,
od analyzy Skodlivého
kédu po penetracni
testovani.



Certified courses

Training prerequisites diagram

CEZD © <cn ® o
(_Routing & Switching ) (__Collaboration )

ICND1 ICND1 CiCD
ICND2 ICND2 CIVND1
ROUTE SWITCH WIFUND CIVND2
TSHOOT WIDESGN CIPTV1
WIDEPLOY CIPTV2
WISECURE CTCOLLAB
WITSHOOT CAPPS

C Data center )

( Service provider )
DCICN

ICND1 SPNGN1

ICND2 SPNGN2 DCICT
IINS SPROUTE

DCID

SISE SIMOS  SENSS SPADVROUTE
DCll DCUCI
SITCS SPCORE
DCVAI DCIT

SPEDGE

| F5

LTMA Cybersecurity track Intermediate
LTMC LTMT  VIPRION IRULES V2N
PenTest+
Core skills certifications
SEPARATE COURSES
ASM APM GTM AFM Network+

Intermediate



Special courses

Training prerequisites diagram

( ROUTING & SWITCHING )

AO
A2 A3 RS24 A1 * *
RS17 RS1 RS20 RS25 X1 RS2 RS3 RS4  RS6 RS9 RS12 RS27 RS28 RS29 RS30 RS31
RS18
RS13
(_VOICE ) (_SERVICE PROVIDER )
AO
A0 AO
Network beginners
A1 A2 Al
A1
VOICEO COLLABO . )¢ peginners *
SP1 SP4
WL1 WL3 VOICE1
UC professionals SP2 SP3 SP10
WL2 VOICE2 VOICE3 COLLAB1
LLAB2
co UC experts
COLLAB3
(_ DATA CENTRE )
AO AO
A1 DC-S1 A2
DC-V1 DC-V2 RS1
DC-N51 DC-N57 DC-N71 DC-S2 DC-N91 DC-N92
DC-S3 DC-S5
DC-N72 # DC-VXLAN DC-PRG1
DC-S4
OSPF  DC-PRG2
BGP

(_ SECURITY )

AO
A1 A3
S1 S2
S6 S4 Ss7 S5

K Nové skoleni

S3

Col — Collaboration, DC — Data Center, Dsg — Design, RS — Routing & Switching, Sec — CyberSecurity, CyberSec — CyberSecurity, SP — Service Provider, WL — Wireless 19



Spic¢kovy tym instruktor(

N&s tym, slozeny z vice nez 50 instruktor(, nabizi
veskeré spektrum technologii v oblasti routingu

a switchingu, bezpecnosti, unified communication
(VolP) a unified computing (datova centra). ALEF

maé ve své nabidce Skoleni ve vSech Urovnich
odbornosti, jako je CCNA, CCNP a CCIE (zde jsou

k dispozici kurzy v oblasti Routing & Switching v ramci
specialniho programu Cisco360). Jedine¢nost nasich
lektor(l spociva pfedevsim v tom, ze maji bohaté
zkus$enosti z jednotlivych projektd, takze dokazi velmi
flexibilné reagovat na jakykoliv dotaz nebo podnét
ze strany student(, a ziskané poznatky z praxe pak
pfedavaji G¢astnik(im téchto $koleni. Diky synergii
spolehlivého fungovani spole¢nosti a dlouholetych
zkuSenosti jsme velmi pruzné zareagovali

na chystané zmény v oblasti Cisco specializaci, takze
vam zarucujeme Sirokou $kélu certifikovanych kurzd,
které umozni vam i vasim kolegim ziskat potfebné
know-how pro nasledné certifika¢ni testy. Kromé
Skoleni certifikovanych mame v nabidce i specidlni
kurzy, které jsou zaméreny primarné na predavani
potfebnych konfiguraénich dovednosti, a také

kurzy na miru, které pfipravime na zakladé vami
definovanych pozadavkd, pfipadné zrealizujeme
standardni Skoleni vyhradné pro uzavienou skupinu
zdjemcl z vasi firmy pfimo ve vasich prostorach.
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YEARS

Trust the Strong

ALEF NULA, a.s. | Pernerova 691/42, 186 00 Praha 8,
Ceska republika | Phone: +420 225 090 240
cz-training@alef.com | training.alef.com/cz

Top instructor team

Our team, consisting of more than 50 instructors,
offers a whole range of technologies concerning

the Routing & Switching, Security, Unified
Communications (VolP) or Unified Computing

(Data Center). ALEF offers trainings at all levels of
expertise, such as CCNA, CCNP and CCIE (there

are courses in Routing & Switching available in the
special program Cisco360). The uniqueness of our
instructors lies in the fact that they have a wealth of
experience in various projects therefore they can
respond flexibly to any question or suggestion from
students and share their own experience with them.
Owing to the synergy of ALEF’s reliable operation
and years of experience, we have responded flexibly
to the on-coming changes in the Cisco specialization.
Thus, we can guarantee a wide range of certified
courses that allow you or your colleagues to gain the
necessary know-how for consecutive certification
tests. In addition to these certified trainings we

offer special courses which are aimed primarily at
providing necessary configuration skills, as well as
tailor-made courses which we customise according
to your requirements. Further, we can even realize
standard training exclusively for a closed group

of applicants from your company on your premises.
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